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Introduction 
This document provides guidelines on the sharing and archiving of data associated with the East Africa IeDEA Consortium.  The Regional Data Center (RDC) serves as a warehouse for all data collected and analyzed under the main IeDEA grant and all supplemental grants.  It is critical that the RDC be able to reproduce and substantiate all published results and to share data with others both within and outside of the EA IeDEA consortium.
Data Sharing 
· Data to be shared between sites should pass through the RDC.  For example, if site A wishes to send a data file to site B, site A should contact the Beverly Musick (bsmusick@iu.edu), to request a secured URL for posting the data.  One of the regional data managers will download the data from site A, process them if necessary and then transfer the data to site B.  This will ensure that:

· All data are securely transferred
· A backup of the transmitted data is archived at the Regional Data Center.
· The RDC is aware of which databases have been transmitted, to whom they have been sent, the project they are associated with and the date of the transmission

· Shared data files should be accompanied by a document providing a description of the data, creation date and author, and the purpose for use and transfer. 
Data Archiving

· Aside from the original analysis data sets generated and distributed by the RDC, all data sets used for analysis should be transferred to the RDC for archival.  
· In addition, all program code (written, for example, in SAS, Stata, R, etc.) used to manipulate the original analysis datasets and generate the results should be transferred to the RDC along with the associated log and output files.  The log files should provide an electronic record of exactly what code was executed to generate the results in the output files.  
· Written documentation of how the original data sets were manipulated such as exclusion of specific patients or encounters, derivation of new variables, etc. should also be provided to the RDC.  In general, the RDC must have all information necessary to recreate all published results generated from East Africa IeDEA data.
· Once all the analyses are complete and all related files have been sent to the RDC, the original analysis data sets and any derived data sets should be destroyed.
Data Transfer 

· For security purposes, data files should be encrypted and compressed with WinZip 12 (http://www.winzip.com/index.htm) or higher using the AES encryption algorithm prior to sending.  The encryption password (minimum of 10 characters long) should be communicated to the RDC via fax or by telephone and not through e-mail.  
· All personal identifying information such as names should be removed from the databases prior to transfer, unless special permission has been granted in writing for the transfer of identifiable patient data.
· No patient identifying information (e.g., names, medical identification numbers, etc.) should ever be transmitted within unencrypted e-mail communications.
· Usernames and passwords should be distributed directly to the intended user and not shared with other personnel.

� We have had repeated situations where data were recalled and had to be destroyed. Thus, the RDC needs to be aware, at all times, which data have been sent, when and to whom, which sites the data were obtained from and which project they are associated with.
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